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B1ITYUINT UUNITENIA ® |ntroduction to Information security and
?J'm"liﬂ%i‘UNﬂ%@‘Ui"lEJTU"l Cyber security (1)

® (ybercrime, threat, attack, and vulnerability
(3)

® Security Policies, Standards, Procedures,
and Guidelines (4)

® Physical security (7)

® |dentification, Authentication, Authorization,

and Biometrics security (9)
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019198 N9.0TIAIU BFIBENG ® Telecommunication security (2)
DIdilAYINUTEY Insauue ® (ritical Infrastructure attack and Cyber

WITIR 910 (WTu) security framework (5)

® Fthics, Laws, and professional issues in

Cyber security (6)

® FEnterprise security and Security organization
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919138 A3, NIUNT ff!m%la%u ® Basic concept of symmetric cryptography
9193INAYIINAIAIYIAINTIH (10)
ABLIILADS ® Basic concept of asymmetric cryptography
AMZIAINTIUANENT NNINBIEBUTARA (11)

® Application of cryptography (12)
® \Web attack and security (13)

® Basic of ethical hacking (15)
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® |ntroduction to Information
security and Cyber security
® History of Information security
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O Command
O Software tools
® Search for Cyber security and Al
research paper
2 STy 2 3 2 3
® Telecommunication security
VR
® (reate TryHackMe.com account
https://tryhackme.com/
® |earning how to use
tryhackme.com from tutorial
https://tryhackme.com/room/tut
orial
® |ntroduction to CyberCIEGE
3 UsTenY 2 3 2 3
® (Cybercrime, threat, attack, and
vulnerability
UAUR
® Network security lab from
TryHackme.com
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® MS Windows Operating Security
® nsULEURWITINISANYIUNAY
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e Security Policies, Standards,
Procedures, and Guidelines
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® Network Intrusion Detection
Systems using Windows
® Network traffic analysis using
Windows
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CyberCIEGE wag Tryhackme.com
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® (ritical Infrastructure attack
® (Cyber security framework
UjUa
® Vulnerability Assessment (VA)
lab
® CyberCIEGE (Stop worm and
Password scenario)
6 VT8 2 3 2 3
® FEthics, Laws, and professional
issues in Cyber security
Ugun
® View source lab from
TryHackme.com
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presentation]
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® Physical security
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® |dentification, Authentication,
and Authorization
® Biometrics security
Ugun
® Group workshop about Cyber
security law and Personal Data
Privacy Act [PDPA}
® Password guessing lab
® auUnNYlATIIUATU Cyber
security
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® Basic concept of cryptography
[Symmetric]
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® Basic concept of cryptography
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(cont.) [Aymmetric]
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® Digital Certificates using Windows
® Message/Email Encryption and
Decryption
® (Cryptography tool introduction
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#1u Cyber security
12 AMAUIIYY 2 3 2 3 B.7M17.
® Basic concept of cryptography nuns ve
(cont.) [Application] TR AER
UgUa an 1
® Cryptography lab dami
® Encryption and Blockchain
technology
13 Uussengy 2 3 2 3 2.M9.
® Web attack and security NIUN3 an
UjUa Hluande
® Web authentication and password L ok
encryption
® Burb Suite lab
® (ross-site scripting (XSS) lab
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® Digital forensic introduction
UiU
® Digital forensic: basic workshop
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1A5997U Cyber security
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® Basic of ethical hacking
Ugun
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® SQL injection
® Command injection
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® Enterprise security
® Security organization
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